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Agenda of first subject

[10:30 - 11:00]

User:
1. Basic IAM concepts
2. How to login, step by step instructions
3. How to activate your token and account
4. Access according to your roles
5. Commonly asked questions

[11:00 - 11:15]

IAM User Administrator:
5. IAM Portal overview
6. New Reporting functionality
7. How to ask ECHA for support
8. Questions and Answers
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Basic IAM concepts

Useful information regarding Identj ad _access
management
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Single Sign on

« Login only once

You need to provide your username and password
only once and not every time you need to access a
different IT tool

My Applications

REACH-IT R4BP 3

echa.europa.eu 4
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Self service functionalities

 Reset and get a

temporary password [

yourself (without —

having to expect this eesnonnts

from ECHA or your
user administrator)

 Change your
password as
frequently as you
wish but not more
than once daily

Forgot your password?

Change password

echa.europa.eu



How to login

Step by step instructions and onling
demonstration
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ECHA Remote Access Portal

« ECHA’s IT tools for authorities are available only
through a secure gateway which is called ‘ECHA
Remote Access Portal’ and the link is:

https://echa-access.echa.europa.eu

echa.europa.eu
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ECHA Remote Access Portal

You can find the link of ECHA’s remote Access
Portal also on ECHA’s website

An agency of the European Union

HECHA

EUROPEAN CHEMICALS AGENCY

LEGISLATION

PUBLIC CONSULTATIONS

English (en)

About Us Contact Jobs

INFORMATION ON CHEMICALS SUPPORT

Search for Chemicals
Search by Name, EC or CAS NO.

I have read and I accept the legal notice

News

Hot
topics

Are you a
consumer?

ADVANCED SEARCH

EU exported more than 700 000 to
of PIC chemicals in 2018

02/12/2019

The withdrawal of

the UK from the EU

ECHA's report on the exports and imports that took place in 2018 under
the Prior Informed Consent (PIC) Regulation shows benzene as the most
traded PIC chemical, both for exports and imports.

Interact Portal

)
UCLID 6 CHESAR
ECHA does not consider dossier updates REACH
during luation decisi ki TWeetS ’ %
26/11/2019 o«'b [CEC
Once ECHA has sent a draft decision to registrants, it European Chemicals Agency - R4BP 3 SPC Editor

does not consider dossier updates during evaluation @ FECHA @EU_ECHA
A RN

R L e
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ECHA Interact webpage

f the European Union Sign In English (en)

r‘ E c H A About Us Contact Jobs

EUROPEAN CHEMICALS AGENCY

LEGISLATION PUBLIC CONSULTATIONS INFORMATION ON CHEMICALS SUPPORT

FCHA » Suppart * Dosster Submission Tools  Interact Portal
Dossier Submission Tools Interact Portal
Manuals ECHA interact is the central portal that supports Member States, Committees and working groups of ECHA in their tasks related to
= the REACH process, Colleagues from member states and committees have access to working folders, case documents and
R substance information along with the tools needed to successfully collaborate on documents,
IUCLID
CHESAR
SPC Editor Access to Interact Porial
R4BP 3
1 ePIC
ECHA Cloud Services RELATED
Validation Assistant = Unified login manual (POFILEN]
Interact Portal » Identity and Access Management (IAM) Portal User Manual [PD M)
EUSES = Webex for national authorities: how to login to interact portal and peisen centres notifications |PoF

= Video: Webex for authorities: how to login to interact portal and poison centres notifications
® Contact ECHA

£ |wiol=]+ B

echa.europa.eu
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ECHA Remote Access Portal

« To login, you need:

username
token PIN code
Your token

ECHA

EUROPEAN
) CHEMICALS
V elh, AGENCY

ECHA Remote Access Portal

Welcome to the ECHA Remote Access Portal.

g userlD
>

: -
T — [T m11000

|
passcode (Personal PIN followed by Tokencode): [[00T 2159759 H
token PIN code ‘ tokencode
[Signin]

59 ’.SB

Please sign in to begin your secure session.

echa.europa.eu 10
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Step 1 instructions

Secure remote access

« https:/echa-access.echa.europa.eu
e username ECHA

EUROPEAN
CHEMICALS

- token PIN P Asency

ECHA Remote Access Portal

® TO kenCOde Welcome to the ECHA Remote Access Portal.

Username: :l Please sign in to begin your secure session

Passcode (Personal PIN followed by Tokencode):

 View links

Sign In

& pulseSecure loms e it} ¥

~ m Home Preferences Help Sign Out
‘Welcome to the Pulse Connect Secure, m50008,
Web Bookmarks ||| v
Interact-portal i

s |l =]

[{i Poison Centres Notifications FI

Copyright © 2001-2018 Pulse Secure, LLC. All rights reserved.



"ECHA

EUROPEAN CHEMICALS AGENCY

Step 2 instructions
Authentication - Authorization

 Click on one of the

bOOkmarkS e'g'
Interact Portal Interact-portal

° Provide username and BBl 2n acency of the European Union
password and click XELHRA
‘Login’

Username

ssssssss

LLLLL

echa.europa.eu
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Single Signh on experience

 YOou can navigate

through all IT tools
within Interact Portal

without the need to

provide again a

username and
password done | | 8 % e

REACH-IT R4BP 3

My Applications

echa.europa.eu 13
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Online demonstration

echa.europa.eu
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How to activate your token and

account

Step by step instructions and ogdi
demonstration

Relevant for new users
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Relevant for new users

« If you are a completely new user, never
accessed ECHA's IT tools before or just received
a token from ECHA, then you need to:
» Activate your token and then,

« Activate your account (by using the forgot your
password functionality)

echa.europa.eu
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Activate your token- instructions (1/2)

1. https://echa-access.echa.europa.eu

2. Provide your username and the 6-digit
tokecode visible on your token screen

ECHA

EUROPEAN
CHEMICALS
ol AGENCY

ECHA Remote Access Portal
Welcome to the ECHA Remote Access Portal.

(\_F‘ @ : 159 759 Tokencode
Please sign i

Username: | ]

Passcode (Personal PIN
followed by | |

Tokencode):

echa.europa.eu 17
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Activate your token- instructions (2/2)

1. Set up your PIN code

It can be from 4-8 characters long and you need
to be able to remember it at all times!

ECHA

EUROPEAN
CHEMICALS
P, AGENCY
ECHA Remote Access Portal

Welcome to the ECHA Remote Access Portal.

(i) New PIN Requirad

You must create a new Personal Identification Number (PIN) before you can

sign in. Your PIN should be 4 to 8 characters long.

New PIN: [

Confirm PIN: |

o remember your

Save PIN || Cancel |

echa.europa.eu 18
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Activate your account

« To “activate your account”, you simply need to

obtain a temporary password from the system

and then change it to your own ‘permanent’
password

* Follow the step-by-step instructions in the
following slides

echa.europa.eu 19
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Activate your account (1/8)

 Click on one of the available bookmarks

Interact-portal 2

echa.europa.eu 20
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Activate your account (2/8)

« Click on ‘forgot your password’

- An agency of the European Union

ECHA

EUROPEANM CHEMICALS AGENCY

Username
( J
Passwor d
[Ent r pa d ]

» Change password

echa.europa.eu

21
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Activate your account (3/8)

 Provide your username and your email address
and click ‘submit’

Recover paSSWDId
Enter your username

Email address

|:-._:-'T.E-.il address |

Submit Cancel

* You will receive an email with the temporary
password

echa.europa.eu

22
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Activate your account (4/8)

« Provide your username and your temporary
password and click ‘login’

MECHA

eeeeeee

ssssssss

echa.europa.eu
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Activate your account (5/8)

 Click on ‘here’

- An agency of the European Union

HECHA

EUROPEAN CHEMICALS AGENCY

Warning

Please change your password by clicking hfre

Help

» Forgot your password?

» Change password

European Chemicals Agency Annankatu 18, P.O. Box 400, FI-0
B2019-03-14_19-02-11/3.6.1-rc 2

echa.europa.eu
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Activate your account (6/8)

 Provide your username and your temporary
password and click ‘Submit’

- An agency of the European Union

HECHA

nnnnnnnnnnnn LICALS AGENCY

For password reset and update of missing security data please

Enter your username

[ %)

If you forgot your password, please click here to recover it.

Submit Cancel

European Chemicals Agency Annankatu 18, P.O. Box 400, FI-00121 Helsinki, Finland
5014/2015-03-14._18-06-13/3 6. {-re.2

echa.europa.eu 25
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Activate your account (7/8)

* Provide your own password and click ‘Finish’

- An agency of the European Union

HMECHA

EUROPEAN CHEMICALS AGENCY

Change password

Please provide a new password

New password
U - J

The password must have at least 8 characters and contain three of the
following character types: uppercase letter, lowercase letter, number and non-
alphabetical. The password must not contain your username, your first name
or your last name. The password cannot be the same as a previously used
password. The password cannot be changed more than once a day.

Re-type Password

[Re-t\.rpe Password ]

Finish Cancel

echa.europa.eu
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Activate your account (8/8)

 Your account is set. Wait few moments before
you login

- An agency of the European Union

echa.europa.eu

27
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Online demonstration

echa.europa.eu
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Access according to your role
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ECHA Remote Access Portal

S Pulse Secure ms0008 ..

Welcome to the Pulse Connect Secure, m50008.

Sl B REACH, BPR, PIC, RAC/SEAC/MSC, FORUM,
BPRS, FORUM WG, BPRS WG, REACH

Interact-portal Interest groups, RIiME

Appointed Bodies

I§§ Poison Centres Notifications FI

Web Bookmarks

M P 1 rnal
f&l 1AM Portal Activation and ¥

User Administrators

Copyright © 2001-2018 Pulse Secure, LLC. All rights reserved.

echa.europa.eu 30
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Matrix table/ summary

Functionality Areas
Common NEA-specific MSCA-specific | PCN-specific
T — Pulse (IUCLID
ECHA . secure [online
Ry Data | News| Favorites TBSks_I Tooibox.l Meetings !\nv- Help! sercenng Messages | Auditing H.elp ACT| Screening [File  |viewer
Dashboard! Notifications® | Collaboration? Applications Reports Files
Search system|
(icon)
REACH MSCA + B a
g e |o|o| o <] & ©| © (e 8 | 8 | @ B|o o
BPR MSCA + 8 a8
et e B|lo| o ] B ° © o/l 8 | B | o |Bjel B
PIC MSCA (DNA) 8 a8
o © B|lo| @ <] B B | © o/ 8| o | o BBl B
NEA (] - B - | ] [ x a8 a8 [ o ] (/] e o B 8 8
ECHA (] @ | o 6 o (] o o (-] (-] (] e o(o © a8 a
RAC/SEAC/ MSC B a
Committee
oo © B|lo| o ° ° c| B |o| 8| B | o |Blel B
Advisors?
NEA Forum (] [ I x | [ ] Q (] @ [ x ] 8 (] B B8 &8 a8 a
NEA BPRS o g a8l a o (] o a (] a (] 8 88 a8 a8 a
MSCA REACH 8 8
s © |B|0| B ° ° B | 8 (ol B | B | o BBl B
MSCA REACH B8 a8
i © B|o| @ ° B ° B (o B (8 | B8 BB B
fopointedody | @ | g | @ | @ 8 o B | o |o| 8| 8|8 |olal a |9 °
Interact Portal

ISpecific content per user group applies

% Specific to ECHA / NEA Auditor, Administrator and NEA Power User

3 All committee Members will get a user account upon their nomination in order to be able to act as Rapporteurs immediately when needed. This is why ‘Rapporteurs’ are not specified as a separate user group.
4 MSCA REACH Interest groups consist of the following groups: Screening, SEv, CLH, SVHC, RiMe, CoRAP

echa.europa.eu 31
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What is a PIN and what is a
password

* The PIN code is relevant only for . @
your token and to enable the »
secure access connection

« The password is relevant only for
the IT tools (e.g. Interact Portal,
including REACH-IT, IUCLID, ePIC
etc) to authenticate and authorize
your access to the IT tools

echa.europa.eu

9 159)
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I'm getting a "token resynchronisation”
message, whatam I to do?

« Wait until the token screen displays a new
number and then provide it
ECHA

EUROPEAN
CHEMICALS
AGENCY

s,

ECHA Remote Access Portal
Welcome to the ECHA Remote Access Portal.

‘t Token Resync Required

Please enter an additional token code to continue.
The server requires that you enter an a
then en =

dditional token code to werify that vour credentials are valid. To continue, wait for the token code o chi
ter the new code in the SecurlD Token Code field.

c angs

SecurlD Token Code: ||

and

| Enter || Cancel |

34
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The links/buttons disappeared,
why?

« If the 'buttons’ within the Interact Portal are not
available, this means that you are trying to
access from premises which have not been
‘authorised’ by your User Administrator/Security

Officer
View from authorised location View from non-authorised location
Toolbox Toolbox
ollabe g tior Collabge ztior
My Applications My Applications
oo <

REACH-T
echa.europa. 35
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I nheed more access rights, what
should I do?

« All users should turn to their nominated User
Administrator within their national authorities
for modifications to their access rights — ECHA is
not allowed to intervene in this process

* All Committee user e.g. RAC, MSC, FORUM
should contact ECHA Committee Secretariats
who assume the role of the ‘User Administrator’

echa.europa.eu 36



I do not remember my password do
I need to use contact forms? NO

 No the “Forgot your password” functionality can
be used

« At exceptional cases the user administrator can
be contacted to reset the password

echa.europa.eu
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I do not remember my PIN do I

need to use contact forms? YES

 There is no way for the User Administrator or
the user to clear the token PIN this task can be

performed only by ECHA and by using the ECHA
forms

echa.europa.eu 38
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I lost my token should I take any
action? YES

« Inform asap your User Administrator to suspend
your account in IAM Portal

« Inform your User Administrator to request the
lost token to be suspended and a new token to
be assighed to you

echa.europa.eu 39
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Which browsers are supported?

 We have tested and we recommend you to use
the following browsers:

« Chrome

* Mozilla Firefox

« Edge

« Internet Explorer

echa.europa.eu
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IAM Portal — overview

< |OJE https://iam-ext.echa.europa.eu/Identityh © - & G| D Microsoft Identity Manager

PAPAZOGLAKIS Petros | @ A

.= 1AM Identity & Access Management

]
rome S h fi S h withi
earch for. earch within:
peeount mansgement Welcome, Petros PAPAZOGLAKIS | B ) e
(USERs)
My Profile
Users, Profiles, and Passwords @ Hep

Access requests

» Edit my profile 3 About Forefront Identity Manager

Service requests . Profiles allow you to see information about users in your
organization. You can also update certain information in your
Organizations profile, such as your phone number, or register to reset your

password.

Identity and Access Management (IAM) Portal User Manual:link

echa.europa.eu
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Online demonstration

echa.europa.eu
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IAM Organization Report

Eiwssnsmgin |EXTERNAL) |

[ Jorzrr M| [ Jemaine

Organization Information Report for: from:

XML file with report data
CSV (comma delimited)

PDF

Regulation: BPR MHTMLE}( web archive)

Excel “
Role: MSCA .
IUCLID Finland TIFF file
Word

Users having effective the role:

Principal Name

Effective reqgulations
Roles

Users and last access
date time

echa.europa.eu 44
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Online demonstration

echa.europa.eu
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IAM Portal Activation

Welcome to the Pulse Connect Secure, m50024.

Web Bookmarks

=¥ -
=
i)
(=
Interact Portal Q
IUCLID ECHA 2
luclid6é for Authorities

Files

§ E i

Terminal Sessions

|

|

You don't have any terminal sessions.

Client Application Sessions

# )ava Secure Application Manager

|

echa.europa.eu 46



How to ask ECHA for Support
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Asking ECHA for support

« https://echa.europa.eu/contact

MISUL TATIONS ATIL EHICALS
EcH4 » Contact
Hat )
topics Got a question?
Are you 3
1 have read and | accept the legal neotics ADYANCED SEARCH consumer? Are you from |ndU5U";‘ or the géneral Where should I send my
public?

questions?

= My question is related to:
News REACH2018 | ] e

How to notify PIC exports to the UK = i L . ap
after UK's withdrawal from the EU ‘ * Biacides
voumn = pic
To eovir axparts Laking place in the first 35 days from the date of the » EUON

* other

United Kingdam's withdrawal from the EU if no withdrawal agreement is in
place; & temporary procedure has been made availabbe. Q

REAEN-TT
e i = @ you from a national autho Need to contact your national
ornmittos concludes on
s for disinfoctants Tweets b it e s
e b elpdes
M CHESAR
Tha cariimittes adapted saven apinisns, including sne EU ChemicalsAgency - ECHA
on the spproval of an active substance and five on . e F —_
Unian awtharisation, Around 35 000 &y Are Q.{b‘ e
currantly exposad to alt sakts in
the EEA. We are proposing to restrict SRS e
A ot b [wac] the manufacturing, piacing on the
0 market and uss of 5 cobalt salts 1 i
Industrial and profassional } c}j
ECHA has published its annual evaluation report, applications. FEU} e b

echa.europa.eu 48
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Asking ECHA for support

Support for Authorities *

Help

HelpNet and ECHA 3-CIRCABC wusers  will still use the icons below to request support

\-/< L
ECHA®
HelpNet S-CIRCABC

Services to HelpNet 5-CIRCABC helpdesk
(National Helpdesks)

= Aughorty users = Member State Competent Authorty users; Enforcement users and user adminastrators sdmn users; Secunty Offcers; Committee Members and
Advaors; Apported body users and user admunatrators | Melphiet users; SCIRCABC vsers

echa.europa.eu



Questions and Answers session
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Thank you!

Send us your questions at:
https://echa.europa.eu/contact

Subscribe to our news at
echa.europa.eu/subscribe

Follow us on Twitter
@EU_ECHA

Follow us on Facebook
Facebook.com/EUECHA




