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Opening remarks

• Practicalities

• Webex instructions
• For the floor, raise your hand

• To ask a question: use the Q&A 
panel at any time. 

• Audio recording to support 
minutes 

Additional comments and 
questions: 
scip@europa.echa.eu
Include on the subject: “ SCIP IT user group”

Type your question here

Click 
Send

mailto:scip@europa.echa.eu
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Today’s agenda

• System to System integration

• Industry Feedback review



System to System Integration

28 February 2020

SCIP IT User group

Ferran Villar Garcia
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• Why, when, how

• How to create an SCIP dossier

• How to submit an SCIP dossier

• Overview

• Enrolment to the service

• SCIP submission

• SCIP validation

• Supporting documentation

Agenda for S2S integration
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Why, when, how to use S2S integration

S2S interface is intended to facilitate the process of complying with SCIP by

• Providing alternative to create and submit SCIP notification other than ECHA tools

• Allowing the automation of the SCIP Notification process

Which scenarios should be considered by Industry when evaluating the best strategy to 

comply with SCIP?

• Notification at scale: Service should be considered where manual IUCLID UI SCIP 

notification process is evaluated not appropriate or feasible.

• Multiple product updates along product evolution in terms of materialsand spare 

parts from various providers.

• Already existing systems to manage company portfolio, spare parts, etc . 

Why, When
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Why, How, when to use S2S integration

Alignment with the own systems at industry side

• Management of the Product Evolution

• SCIP Initial Notification, SCIP Update Notification

• Notification status and validation 

• Obtain List of Submissions done

• Testing environment for Validation

• Stable environment for testing

• Support the creation for specific scenarios for industry

• Initial Product notification

• Update

How



8

Why, How, when to use S2S integration

When providing the possibility to submit notifications using a 

system to system (S2S) service, companies are required to 

be compliant with the exposed REST API and implement the 

security model to authorise their S2S requests while in terms 

of format, the IUCLID format applies (submitted file is in 

i6z format).

How
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Why, how, when to use S2S integration

S2S integration scenario

How
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How to create an SCIP dossier

• The dossier is an snapshot/instance of the underlying 
datasets (article information) taken at a specific time with 
the aim to be submitted to ECHA.

• On the other hand, the raw data (the articles) continuously 
evolves, also as a basis to create new dossiers out of it and 
fulfil the legal requirements (by update submission).

• A dataset (Article) is the central core of information, 
containing information on the intrinsic properties of a 
specific article, its components and concern elements.

• It is a single i6z file. Once submitted, the dossier cannot be 
re-submitted (in the same test scenario). 

SCIP Dossier
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How to create an SCIP dossier

• SCIP dossier includes various 
(.i6d) files including the 1-n 
article.i6d and 1-n 
reference.i6d files which 
define the SCIP notification.

• In the following slides we will concentrate on directives, 
guidelines and / or suggestions to construct the file and 
its links.

The Package
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How to create an SCIP dossier

The information that needs to be included in a SCIP Article 
shall allow

a) identification of the article

b) name, concentration range and location of the 
Candidate List substance(s) present in that article

c) information to allow safe use of the article, notably 
information to ensure proper management of the 
article once it becomes waste.

avoiding the disclosure of information considered confidential 
by the submitter in regards the supply chain identification. 

The task
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Substance of 
concern (SVHC) in 

the article

(Concern element)

Safe use 
information

Article 
Identification

- Identifiers 
- Name 
- Article category 

(TARIC/CN code)

- SVHC identifiers
- Concentration range
- Material category

Detailed information requirements published on ECHA website

How to create an SCIP dossier
The task
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How to create an SCIP dossier

• An automated validation process will be 
executed upon submission of the SCIP 
notifications to ensure basic consistency and 
integrity of the data; there will be no specific 
assessment of the SCIP notifications by ECHA, 
e.g. whether sufficient and accurate information 
has been provided.

• Responsibility for submitting sufficient and 
accurate data lies with the submitter (duty 
holder)

ECHA’s role
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How to create an SCIP dossier

IUCLID Format provides 2 main tools to allow notifier to build 
SCIP Notification:

• Hierarchy on the Article definition (linking articles)

• List of adaptable attributes and usages 

Tools
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How to create an SCIP dossier

• Mechanism to build relation in between articles included in a 
complex object to descriptively define the complex object. 

• Identification of the article is supported by the name(s), 
identifier(s) and other identifying characteristics that can be 
reported (picture).

• Location of the SVHC in the article is supported by properly 
identifying the article as a such but also by linking articles to 
reflect an article hierarchy that could be descriptive, e.g.:

The hierarchy
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How to create an SCIP dossier

• Pictures or diagrams can be included to support the 
identification of the article as well as to highlight where in 
the article the SVHC resides.

• Safe use instructions specified as free text.

• Detailed disassembling instructions defining how to 
disassemble the article as an attachment document.

• Required or optional attributes which are suppose to adapt 
to the different industry and sectorial needs.

Adaptable Attributes
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How to submit an SCIP dossier

ECHA will make available all the information received, except 
that which is defined as sensitive information.

• ECHA will not disclose the link between the notification 
and its submitter (Legal Entity).

• Only identifiers and names of articles as such or top 
level article of a complex object will be disclosed. (The 
Primary Article Identifier is intended to drive the article 
identification).

• Name of the components and the Candidate list 
substances will be disclosed

Duty Holder’s Consideration(s)

Additional information about sensitive data in SCIP published on ECHA support

https://echa.europa.eu/documents/10162/28213971/cbi_scip_en.pdf/75561f2e-4ca4-2487-c80a-cf91f89222b0
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How to create an SCIP dossier

The attributes can be required or 
optional from the IUCLID format 
perspective, but the duty holder 
will need to assess the need of the 
attribute by evaluating the overall 
SCIP notification in regards the 3 
objectives:

a) identification of the article

b) Identification and concentration 
range of the Candidate List 
substance(s) 

c) information to allow the safe 
use of the article, notably 
information to ensure proper 
management of the article once 
it becomes waste.

Compulsoriness

Required means validation would fail 
without its presence.

Optional means that the presence for the 
technical evaluation is optional, but you 
should consider the 3 objectives of each 
notification to evaluate if they are fulfilled.
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How to create an SCIP dossier

IUCLID Picklists
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How to create 
Notification –
Dossier
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How to create 
Notification – Article 
Attributes (I)
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How to submit 
Notification – Article 
Attributes (II)



24

How to create Notification – Article 
Attributes (III)
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How to create Notification – Article 
Attributes (IV)
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How to create Notification – Article 
Attributes (V)

At least one of these fields either material category or 
mixture category are required. The material category of 
the article describe the material where the Candidate 
List substance is present.
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How to create Notification – Article 
Attributes (VI)
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How to create Notification – Candidate 
List Substance (VII)

The steps to integrate necessary substance into your ARTICLE are:

a) Download the .zip package with all the Candidate List 
substances available in the i6z format for further manipulation 
and usage. (unzip)

a) Identify the Candidate List substance of interest i6z. (unzip)

b) Integrate into your dossier creation the identified i6d file

b) Download the i6z Master Article file.  (unzip)

a) Identify the Candidate List substance of interest i6d

b) Integrate into your dossier creation the right i6d file
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How to create Notification – Candidate 
List Substance (VIII)
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How to submit Notification - Overview

Apply for S2S-
Key-Manager 

Role

Scenario 1: 
Simple

Company

Scenario 2: 
Outsourced
Company

Assign 
Role

Generate 
S2S Key

Test REST Service 
via Postman (Test 

Tool) ECHA Submission 
Portal
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How to submit Notification - Overview

Onboarding:

 Submit online contact form to get 
access to S2S key manager role

 System response after ½ day: 
Request is being processed

 S2S key manager role 
assignment and S2S key 
generation worked

Documentation:

 ECHA tools 

 S2S Integration

 SCIP Data Model 

 SCIP Validation Rules 

description 

Consume REST Services:

 Connection to ECHA Submission 
Portal establishment

 Security model implementation

 REST services implementation

 “TEST mode” successfully used to 
send and get submission.

 Mapping Industry fields with SCIP 
attributes and formats

 “TEST mode” scenario(s) creation.
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How to Authenticate - JWT Token
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How to Authenticate - Postman



34

How to authenticate - Bash

curl -s --request GET $(status_url) \

--header 'Accept: application/json, text/plain, */*' \

--header 'X-ECHA-Mode: test' \

--header 'X-ECHA-Test-Run: trial' \

--header 'Authorization: Bearer 

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ4LWVjaGEtcGFydHki

OiJFQ0hBLTI1MDMxOGQ0LWU1YTEtNGIyOS1hNDM4LTY3ODg3ZDY5NjFmY

yJ9.UG8vbrZ3aK8cX8ExJKpUeraTfol18ImYAWhuFYVqPzE')

{

"error":"invalid_request"

"error_description":"Unable to read JSON value: {\"alg\":\"HS256\"\"typ\"5�zWT\"}“

}

Invalid operation mode: /*wrong test mode specified*/. Should be either set to 'test' or not set at all
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How to build & submit your first 
dossier example

• Use IUCLID

• Extract i6z file and review the package

• Ask ECHA for additional examples
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How to submit in Submission Portal
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How to submit via S2S interface (I)

curl -s --location --upload-file $file

--request POST 'https://api.ecs.echa.europa.eu/submission' \

--header 'Content-Type: application/vnd.iuclid6.archive; 

filename='$(file)'' \

--header 'Accept: application/json, text/plain, */*' \

--header 'X-ECHA-Mode: test' \

--header 'X-ECHA-Test-Run: trial' \

--header 'Authorization: Bearer 

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ4LWVjaGEtcGFydHkiOiJFQ0hBLTI1MDM

xOGQ0LWU1YTEtNGIyOS1hNDM4LTY3ODg3ZDY5NjFmYyJ9.UG8vbrZ3aK8cX8ExJKpUeraTfo

l18ImYAWhuFYVqPzE')

{

"submissionNumber":"RMH655298-97"

"statusUrl":"https://api.ecs.echa.europa.eu/submission/RMH655298-97"

"reportUrl":"https://test-trial.ecs.echa.europa.eu/cloud/submissions/RMH655298-97"

}
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How to validate Submission portal
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How to validate via S2S interface (I)
curl -s --request GET $(status_url) \

--header 'Accept: application/json, text/plain, */*' \

--header 'X-ECHA-Mode: test' \

--header 'X-ECHA-Test-Run: trial' \

--header 'Authorization: Bearer 

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ4LWVjaGEtcGFydHki

OiJFQ0hBLTI1MDMxOGQ0LWU1YTEtNGIyOS1hNDM4LTY3ODg3ZDY5NjFmY

yJ9.UG8vbrZ3aK8cX8ExJKpUeraTfol18ImYAWhuFYVqPzE')

{

"submissionNumber":"RMH220672-24"

"status":"VALIDATION_SUCCEEDED"

"submissionDate":"2020-02-05T09:03:37.700382+02:00"

"dossierUuid":"f8277075-c672-430f-9009-ca5a4dddc8d2"

"filename":"Bolt-Dropper-Stainless-Steel-Flat-Head-Philips-Wood-Screw_f8277075-c672-430f-9009-ca5a4dddc8d2.i6z"

"refType":"Primary article identifier value"

"refValue":"1181010111169"

"validations":[]

"reportUrl":"https://test-trial.ecs.echa.europa.eu/cloud/submissions/RMH220672-24"

}
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How to validate via S2S interface (II)

{

"submissionNumber":"RMH181211-35"

"status":"VALIDATION_FAILED"

"submissionDate":"2020-02-06T16:02:29.230234+02:00"

"filename":"FastenMaster-FMGD003-75_a3918774-1f47-4a90-b5f9-ea20908a75d9.i6z"

"refType":""

"validations":[{"level":"FAIL"

"code":"IMPORT"

"context":""}]

"reportUrl":"https://test-trial.ecs.echa.europa.eu/cloud/submissions/RMH181211-35"

}

curl -s --request GET $(status_url) \

--header 'Accept: application/json, text/plain, */*' \

--header 'X-ECHA-Mode: test' \

--header 'X-ECHA-Test-Run: trial' \

--header 'Authorization: Bearer 
eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ4LWVjaGEtcGFydHki
OiJFQ0hBLTI1MDMxOGQ0LWU1YTEtNGIyOS1hNDM4LTY3ODg3ZDY5NjFmY
yJ9.UG8vbrZ3aK8cX8ExJKpUeraTfol18ImYAWhuFYVqPzE')



41

Supporting documentation

• SCIP and ECOMOD Documentation       

→ Preparing an SCIP Dossier guidelines

→ Developers Guide for IUCLID

• S2S Documentation

→ How to join ECHA's System-to-System integration service

→ System-to-System submission for industry 

→ Description document (swagger.json)

• SCIP Data Model 

• SCIP Validation Rules description 
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Supporting documentation

https://echa.europa.eu/scip-database
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Supporting documentation

Requesting access or information via ECHA website

https://echa.europa.eu/support

https://echa.europa.eu/support


Thank you for your 
participation!

Subscribe to our news at 
echa.europa.eu/subscribe

Follow us on Twitter

@EU_ECHA

Follow us on Facebook

Facebook.com/EUECHA

scip@echa.europa.eu


